TONG LIEN POAN LAO DONG VIET NAM  CONG HOA XA HOI CHU NGHIA VIET NAM
LIEN POAN LAO PQNG TINH BINH THUAN Poc 1ap — Ty do — Hanh phic

Sé 154/LPLD Binh Thudn, ngay 08thdng 5 nam 2017
V/v ting cudng bao dam an toan
thong tin mang.

Kinh giri: - Lién doan Lao dong cap huyén;
- Cong doan cip nganh;
- Céc don vi truc thude.

Can ca Cong van s6 99/UBND-TTTT ngay 24 thang 4 nam 2017 cua Uy ban
nhan dan tinh vé viéc ting cudng bao dam an toan thong tin mang.

Ban Thuong vu Lién doan Lao dong tinh yéu cu cac ban Lién doan Lao dong
tinh, lién doan lao dong cap huyén, cong doan cap nganh va ciac don vi truc thude
trién khai mot s6 cong viéc nhu sau:

- Tiép tuc trién khai quan triét Nghi quyet s6 23-NQ/TU ngay 30/10/2013 cua
Ban Thuong vu Tinh uy (khéa XII) vé thuc hién Chi thi so 28-CT/TW ngay
16/9/2013 ctia Ban Bi thu (khoa XI) vé tang cuong cong tac bao dam an toan thong
tin mang va Quyét dinh s6 1596-QB/TU ngay 27/01/2015 cta Ban Thuong vu Tinh
Gy vé dam bao an toan, an ninh thong tin trong hoat dong img dung cong nghé thong
tin ctia cac co quan Dang, Uy ban Mit tran T qudc Viét Nam va céc doan thé chinh
tri - xa hoi tinh.

- Tiép tuc trién khai thuc hién Cong van s6 3205/UBND-TTTT ngay 06/9/2016
ctia Uy ban nhan dan tinh vé viée tang cuong dam bao an toan thong tin; Cong van 5O
06/STTTT-CNTT ngay 19/7/2016 cua S& Thong tin & Truyén théng vé viée ra soat,
khic phuc 16 hong biao mat trén cdc website su dung hé quan tri néi dung ma nouon
m¢ va Cong van ) 788/STTTT- CNTT ngay 21/9/2016 ctia S¢ Thong tin & Truyén
théng vé viéc huéng dan trién khai cac bién phap bao dam an toan théng tin mang.

1. Vé dam bao an toan, an ninh thong tin

- Céc ban Lién doan Lao dong tinh, lién doan lao dong cap huyén, cong doan cap
nganh va cac don vi truc thuge phai pho bién nhitng kién thic co ban vé an toan, an
ninh théng tin cho c¢an bg, cong chirc, vién chir, ngudi lao dong tai don vi minh trude
khi tham gia str dung hé thong thong tin.

- Tai khoan dang nhidp may tinh pha1 duoc thiét 1ap mat khau (tdi thiéu 8 ky tu
bao gom chit, s6, ky tu dac biét); khi st dung may tinh han ché viée sur dung chirc
nang chm sé tal nguyén (sharing) qua moi trudng mang, neu co st dung chirc nang
nay can thiét lap thudc tinh bao mat bang mat khau, phan quyén va thuc hién viéc thu
hdi chire nang nay khi da sir dung xong.

- Chi duge mo céc tap tin dinh kém trong thu dién tur khi bidt rd ngudn gdc
ngtrm otri thu; khong duge md cac thu dién tir c6 tap tm dinh kem khong rd ngudn
0oc nguoi gui dé tranh truong hop ¢ thé virus, phan mém gian diép... duge dinh kém

theo thu va lay nhiém vao may tinh.



- Khéng duogc truy cap hoic tai thong tin tur cac Website doc hai, khong dugc
cai dat cac chuong trinh khong ro ngudn gdc..

- Khong dung hom thu cong vu cta cé nhan va cua co quan, don vi vao muc
dich ca nhan nhu ding ky tai khoan mang xa hoi, dang ky mua sam qua mang...

- Tai khoan ding nhap trén Trang Thong tin dién ti cia Tinh iy va Cong doan
Binh Thuéan trén moi tmcmg Internet phai duoc thiét 1ap mat khau phuc tap (t6i thiéu 8
ky tu bao gom chit, s6, ky tu dic biét).

- Str dung cac thiét bi Tuu trir (USB, b cling gan ngoai,...) an toan, dung cach dé
phong ngura virus, phan mém gian diép xam nhdp may tinh: khi gan thiét bi luu trix
vao may tinh, khéng duoc truc tiép truy cap ngay ma phai quét virus trude khi st
dung; thuc hién viéc danh s6, dan nhan dé tranh nham 1an nham phuc vu cho cong téc
phuc hdi dit liéu mot cach nhanh nhét.

2. V& an toan, an ninh, bio mit Website Cong doan Binh Thuan

- Hé thong may chu phuc vu website gém may chu chung cho Website Server va
Data Server dugc hosting tai Cong ty TNHH Giai phép Truc tuyén Tinh Thanh dat tai
Viettel IDC — Binh Duong Thanh Phé Méi, nén tinh an toan, an ninh bao mat rat cao,
hoat dong theo mo hinh bao mat tai Viettel IDC Data Center.

- Phéan quyén tirng Module, cho phép phan chia 16p nguoi dung va han ché kha
ning truy cap ndi dung trén Portal cho timg 16p nguoi dung cu thé.

- Pam bao an ninh, phong chdng hiéu qua cac ky thudt tn cong qua mang phd
bién nhu: SQL Injection, Dos, Ddos, Flood...

- M3 hoa théng tin duong truyén (data encryption) bang VPN hoic cac giao thirc
ma hoa nhu: https, SSL...

- Sur dung firewall (bue tuong ltra) nham ngén chén céc truy cap trai phép, loc bo
cac goi tin khong can thiét hodc nghi ngo.

- Két hop céc co ché bao mat ctia hé théng diéu hanh, cua co so dit liéu hoac su
dung trén hé thong: Window 2008 Sever, MS SQL Server.

Ban Thuong vu Lién doan Lao dong tinh yéu cau cac ban, lién doan lao dong cap

huyén, cong doan Zap nganh va cac don vi truc thudc khan truong, nghiém tac trién
khai thuc hién. 7’1
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