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Kinh girl: - Lien doan Lao Ong cap huyen; 
- Ceing doan cap ngenh; 
- Can don vi true thuec. 

Can dr C8ng van s6 99/UBND-TTTT ngay 24 thang 4 nam 2017 caa Illy ban 
nhan dan tinh ye Viec tang cuang bao dam an than thong tin mang. 

Ban Thuong vu Lien doan Lao deng tinh yeu cau can ban Lien doan Lao Ong 
tinh, lien doan lao d'eng cap huyen, ding cloan cap nganh va cac don vi tnrc thuOc 
trien khai met s8 tong viec it sau: 

Tip c triAn khai quail triet Nghl,quyet s6 23-NQ/TU ngay 30/10/2013 eita 
Ban Thuting vu Tally ay (choa XII) ye thuc hien Chi thi. s6 28-CT/TV ngay 
16/9/2013 dm Ban Bi thu.(lchea XI) ye tang cueing ding tac bto dam an toan thong 
tin mong va Quyet dinh se 1596-QD/TU ngdy 27/01/2015 dm Ban Thinang vki Tinh 
ày ve dam bao an toan, an ninh theng tin trong hodt deng üng dung ding nghe thong 
tin dm cdc co quan Dang, fly ban Mat tan TO quec Viet Nam va can doan the chinh 
tri - xa hei tinh. 

- Tiep tije tri'en khai thvc hien Cling van s6 3205/UBND-TTTT ngay 06/9/2016 
coa Illy ban nhan dan tinh ye viec tang cueing dam bap an toan th6ng tin; C6ng van so 
06/STTTT-CNTT ngdy 19/7/2016 caa Sei Thong tin & Truyen thong ye viec ra soat, 
khac phvc l h6ng bao mat tr8n cdc website sir clang h quan trj nei dung ma ngulin 
ma va COng van so 788/STTIT-CNTT ngay 21/9/2016 caa SOi Thong tin & Truyen 
thong ve viec huemg dan trien khai cac bin phap bac dam an toan thong tin mnng. 

1. VO dam bio an toan, an ninh thong tin 

Cdc ban Lien cloan Lao d'eng tinh, lien doan lao deng cap huyen, cong doan cap 
nganh va cac don vi the thuec phai phO bien nheng lden thirc co ban ye an than, an 
ninh thew tin cho can b'e, ding chuc, vien chile, nguai lao Ong toi don vi mirth tnroc 
khi tham gia sir dung he thing thong tin. 

‘Tai khoan (tang nhap may tinh phai duce thiet 	mot khau (toi thieu 8 ky tv 
bao gem chit, so, ky th: dc biet); khi sir dung may tinh hon the viec sir dung chile 
Wang chia se tai nguyen (sharing) qua mai truerng mgng, nett,  c6 sir clang chirc nang 
nay can thiet lap thuem tinh bao mat bang mat khau, phan quyen va thvc hien vie° thu 
h6i chirc nang nay khi da sir dung xong. 

- Chi duce ma cac tap tin dinh kern trong this diet tir khi biet re nguon gee 
nguiyi giri thu; khong dirge ma cac thu then hi co top tin dinh kern khong re nguem 

g6c ngutd geri a trait truing hop co' the virus, phan mm gian 	dirge dinh kern 

theo this yà lay nhia'm van may tinh. 



T.M BAN TIITSONG VII 
A 0  a  HU TICE 

- KhOng dirge truy cap hoac tai theng tin tir ck Website dee hai, khong dirge 
cai (tat the chucmg trinh khang rö nguiin 

- Khong dung h6m thu clang vçi cim ea than vã eim ca quan, don vi vao lune 
clich cá nhan nhu clang IcyMi khoan mang xa hal, cling lc mua silt qua mpg... 

- Tai khoan dang nhap tren Trang Thong tin din tir• cim Tinh Uy va Cong doan 
Binh Thuan tren mei trirang Internet phai dirge thiet lap mat khan phirc tap (t6i thieu 8 

tg bao gem chit, so, ky tir Sc biet). 

- Sir dung cat thiet blIuu frit (USB, 6 Gang gan ngoai,...) an toan, dung each a 
phong ngira virus, phan mem gian,  dip xam nhap may tinh: lchi gan thiet bi luu trit 
yao may tinh, khong dupe trite tiap truy cap nga9 ma phai, pot virus truerc !chi sir 
dung; thgc hien viec daub so, dan nhan de tranh nham Ian nham phuc vu cho cling tic 
phnc hill dit lieu met each nhanh that. 

2. Ve an than, an ninh, bib) mt Website Cling doan Binh Th4n 

-114 th'eng may chit phnc vu website gem may chü chung cho Website Server va 
Data Server dirge hosting tai C6ng ty TNHH Giai phap Trite tuyen Tinh Thanh dat tai 
Viettel DC — Binh Throng Thanh Ph6 Mai, nen tinh an toan, an ninh bao mat rat cao, 
hoat &Ong theo mo hinh bao mat tai Viettel IDC Data Center. 

- Phan quyen tirng Module, cho phop phan chia lop nguai ding va han che lcha 
nang truy cap nei dung tren Portal cho timg lap nguai dung en the. 

- Dam bao an ninh, phOng °hang hien qua ck k9 thuat tan cting qua mang phe 
bien nhu: SQL Injection, Dos, Ddos, Flood... 

- Ma boa thong tin duang truy'en (data encryption) bang VPN hok ede giao thire 
ma h6a nhu: https, SSL... 

- Sir dung firewall (bac tuang lira) nham ngan chan cac truy cap trai phep, Toe be 
the goi tin Ichong can thiet hoac nghi 

- KM km the ea ch.& bao mat Oa he Meng dieu hanh, cUa ca se dit lieu hoc sir 
dung Men he theng: Window 2008 Sever, MS SQL Server. 

Ban Thuang vn Lien doan Lao deng tinh yeu can the ban, lien doan lao deng cdp 
huyen, Gong &an 9ap nganh va ck don vi trgc thuec khan throng, nghiem the trien 
khai thuc hien: r 

Nai nhan: 
- Nhir tren; 
- Van pining Tinh hy; 
- Van phong UBND tinh; 
- Thuong age LBLD anti; 
- TO CNTT LBW tinh; 
- Luu VT,VP. 
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